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Client Update: FinCEN Changes 
Suspicious Activity Reporting 
Requirements 
 
In December 2004, the Department of 
the Treasury’s Financial Crimes 
Enforcement Network (FinCEN) 
published interpretative guidance on 
suspicious activity reporting 
requirements.1 The new guidance 
potentially eliminates the need for 
financial institutions2 to file duplicative 
reports. 
 
The Office of Foreign Assets Control 
(OFAC) requires financial institutions to 
file blocking reports involving Specially 
Designated National and Blocked 
Persons (SDN).  In addition, FinCEN 
had instructed financial institutions to 
file a separate suspicious activity report 
(SAR) on transactions involving an 
SDN.  Thus, two separate filings to the 
Department of the Treasury were 
required on the same transaction. 
 
FinCEN has now eliminated the 
requirement to file a SAR based solely 
on the involvement of an SDN, 
assuming an OFAC blocking report has 
been filed.  However, a SAR is still 
required if the transactions are 
suspicious for reasons independent of 
the SDN.  In particular, a SAR still must 
be filed: 

 
1.   If the financial institution would be 

required to file a SAR on the 
transaction in the absence of a SDN; 
or 

2. To the extent that the financial 
institution is in possession of 
information not included in the 
blocking report.  

 
 

 
Background 
 
OFAC Reporting.  OFAC administers 
economic and trade sanctions against 
target foreign countries and individuals 
based on the foreign policy and national 
security goals of the United States.  
Financial institutions are required to 
block3 and file reports on transactions 
involving countries, individuals, and 
organizations designated by OFAC.4  
Individuals or entities are so designated 
because they are owned, controlled by or 
acting on behalf of governments of 
target countries, or are associated with 
terrorism, international narcotics 
trafficking or the proliferation of 
weapons of mass destruction.5  These 
individuals and entities are listed on the 
Treasury Department’s Specially 
Designated Nationals and Blocked 
Persons (SDN) list, so that persons 
subject to the jurisdiction of the United 
States know they are prohibited from 
dealing with them and must block all 
property within their possession or 
control in which these individuals and 
entities have an interest.6  Blocking 
reports must be filed within 10 business 
days following the date that the blocking 
occurred.7  
 
FinCEN Reporting.  Under the Bank 
Secrecy Act,8 the Secretary of the 
Treasury is authorized to require 
financial institutions to report any 
suspicious transactions relevant to a 
possible violation of law or regulation.9  
Pursuant to this authority, FinCEN has 
issued regulations requiring financial 
institutions to file Suspicious Activity 
Reports (SARs) on such transactions 
which meet a minimum dollar 
threshold.10  The financial institution 
must file a SAR within 30 days of 



detection of the activity giving rise to the 
report.11  SARs are filed on industry 
specific forms developed by FinCEN.12   
 
By nature of the individuals involved, 
OFAC’s blocking reports potentially 
contain information of criminal activity.  
FinCEN thus instructed financial 
institutions to file a SAR report where a 
threshold transaction involved an 
individual or entity which was a verified 
SDN.13  Although this dual reporting 
requirement ensured that law 
enforcement had all available 
information, it resulted in financial 
institutions being burdened with two 
separate filings to the Treasury 
Department. 
 
The New Guidance 
 
As of December 15, 2004, FinCEN 
revised its previous guidance to reduce 
this duplicative effort in cases where an 
individual involved is a verified match 
with an individual designated by 
OFAC.14  Thus, FinCEN will consider 
its SAR requirements satisfied when an 
OFAC blocking report is submitted and 
OFAC will ensure the information is 
made available to law enforcement.15 
 
The exception does not affect the 
financial institution’s obligation to report 
suspicious activity beyond a match to an 
OFAC listing.  Therefore, if the financial 
institution knows, suspects or has reason 
to suspect that the transaction involves a 
possible violation of law or regulation 
independent of the mere existence of a 
SDN, a SAR must still be filed.16  In 
short, if a financial institution would 
report the transaction absent a SDN, it 
must do so.  Similarly, to the extent that 
the financial institution has information 
regarding the suspicious nature of a 

transaction that is not reflected in the 
OFAC filing, a report should by filed 
with FinCEN containing that 
information.17 
 
Nonetheless, whenever there is any 
doubt as to whether or not to file a SAR, 
the financial institution should err on the 
side of caution.  Failure to file a SAR 
can result in civil or criminal penalties.18  
Voluntary filings, however, are protected 
from civil liability concerning the 
contents of the report.19 
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